Meponpusamusa no npoghunakmuke XuuieHuili OEHEHCHBIX CPEOCHE ZPAHCOaH,
COGEPULEHHBIX C UCNONBb306AHUEM UHPOPMAUUOHHO-MENEKOMMYHUKAUUOHHBIX
mMexHo102uil

Cdepa nHpOopMaIIMOHHO-TETIEKOMMYHHUKAIIMOHHBIX TeXHOJIOTUH (1anee mo Tekcty UTT) 3arparuBaer
Bce cepbl )KU3HU COBPEMEHHOT0 o011ecTBa. KomnuecTBo npecTymieHuii, CoBepIIaeMbIX ¢ UCIIOJIb30BaHHEM
WUTT, HEeyKIOHHO pacTeT, METOJbI, CIIOCOOBI M CPEICTBA WX COBEPIICHUS CTAHOBSTCS BCE CIOXKHEE H
U30LIPEHHEE.

Tax, B 2022 roxy noapazaenenusimu OB/ BeisiBieHo 6osiee 100 Thic. mpecTyIieHUM, COBEPIICHHBIX C
ucnonb3oanueM UTT, B chepe koMnbproTepHON MHpOpMaIUK, ¢ UCHOIb30BaHUEM ceTH «MHTepHeT», a
TaKXe C UCIOJIIb30BaHUEM CPEJICTB MOOMIBHOM CBSA3H.

Bompocel, cBasannble ¢ ucnoap3oBaHueM MHTT Ha 3akOHOZATEIIBHOM YPOBHE PEryIMpPYyOTCS
®enepanbHbIM 3akoHOM 0T 27.07.2006 Ne 149-D3 «O06 nndpopmanuu, HHOOPMAITHOHHBIX TEXHOJIOTUSIX U O
3amuTe MHGpoOpMalMKW». 3aKOHOAATENbHbBIE aKThl, pa3pabOTaHHbIE HAa €ro OCHOBE, B IIEJIOM I03BOJISIOT
PockomHazn3opy BO B3aUMOJEHCTBUM C OIEPATOpPaMU CBSI3U W OPraHM3aToOpaMM PacHpOCTPaHEHUs
uHoOpMalnH, OCYLIECTBIATh BeieHue «Ennnoro peectpa TOMEHHBIX UMEH, yKa3aTelel cTpaHull CaiToB B
UTT ceru «IHTEpHET» U CETEBBIX aPECOB, MO3BOJSIOLUIUX UACHTU(DUIINPOBATH CaliThl B ceTU «VHTEpHETY,
cojiepkalire nHpopMalnio, pacupocTpaHeHne Kotopoil B Poccuiickoil @eneparum 3anpereHo.

[Ipunstue ®@enepanbHoro 3akoHa ot 27.06.2018 Ne 167-®3 «O BHeceHUU U3MEHEHUI B OT/IEIbHbBIE
3aKOHOZATeNbHble aKThl P® B yacTM NPOTUBONEHCTBUS XUIICHHUIO JICHEKHBIX CPENCTB», ITO3BOJIMI
KpeIUTHO-(DMHAHCOBBIM OpraHU3aIMsIM CBOCBPEMEHHO OJOKHPOBATh HE3aKOHHBIC TPAaH3aKIIMHU, BOZMEIIATh
ymiep0 OT HHX.

B cootBercTBUN ¢ DenepanbHbiM 3ak0oHOM OT 23.04.2018 No 111-®3 «O BHeceHUM M3MEHEHHU B
VYronoBHbIN KoJieKe PDy», y)kecToUeHO Haka3aHME 3a XUIICHHE JIEHEXKHBIX CPEACTB ¢ OaHKOBCKOrO cyera
WM 3JIEKTPOHHBIX JIEHEKHBIX CPE/CTB.

IIpu 3TOM HMerolmMeCcsT HOPMAaTHBHBIE IIPABOBBIE AKTHI HE B IIOJIHOM Mepe IMO3BOJISIIOT pPellaTh
nocrasieHHbie nepegq MBJI Poccuu 3agaun.

Tak, nepBuuHBIM criocobom 60pbObI ¢ mpectynHocThio B chepe UTT sBnsercsa ee mpoduinakTuka,
KoTopasi OepeT CBO€ Hauajga C MpaBWJl TOBEIEHUS TIpakKJaH, B OTHOLIEHUH KOTOPBIX IMPOUCXOIAT
MoueHHHYeckne neiictBus B chepe UTT. M3yuenue BuaoB mpectynHoi nesrenbHocTH B chepe UTT,
METOJIOB UX COBEPIIEHHUS, METOJIOB JOCTHKEHHUS 1IeJIM U 0OMaHa, U3y4eHHe METOAMK U MPaBUJI MOBEACHUS
rpaxJaH OpHU OOIIEHHMM C NPECTYNHUKAMH, MO3BOJMT MNPO(UIAKTUPOBATh YKa3aHHOE HaIlpaBJICHHE
MPECTYIHON JESTENbHOCTU U IIPECeUb HACTYIIEHNUE BPEIHBIX MOCIEACTBUM.

Haubonee pacnpocTtpaneHHble Buabsl MouieHHndecTB B chepe UWTT, a Takke mNpuU3HAKH
MOILIEHHUYECKUX CXEM:

1) npuoOpereHne ToBapoB U yciayr nocpeactBoMm cetu «MHtepHer». Ilpumep: co3maercst cait-
«OJHOCTPAHUYHHUK», HA KOTOPOM BBIKJIa/IbIBAIOTCS TOBAPBI OJJTHOTO BU3YyalbHOTO pu3HakKa. L{eHa 3a ToBapbl
BeCbMa TIpUBJIEKaTelbHas, HWXKe cpenHepblHOuHOW. [Ipu odopmienun 3aka3a Bam mnpeanaraior
OCYIIECTBUTH JINOO MpeOoIIaTy Ha KapTy OaHKa WK SIH/IEKC.KOIIENEK, TM00 OIIaTUTh 3aKa3 «HAJIO0KEHHBIM
atesxxom». [IprcyTcTBrHE BOZMOKHOCTH HAIOKEHHOTO TUIaTeKa 0OBIYHO CHIKAEeT OIuTebHOCTh. O1HAKO,
CTOUT TOMHHUTH, YTO MpPH MOJYYEHUHU NOChUIKM (ToBapa) B oTaeneHuun «llouta Poccum» BblI cHauana
OIJIAYMBAETE HAJOXKECHHBIN IUIATEXK, KOTOPBIM BO3BpaTy HAa MECTE HE IOJUJIEKUT, a YK€ IOCIE MOYKETE
BCKPBITh YIMAKOBKY IMOCBUIKH. 3a4acTyl0 BMECTO OIUIAYEHHOTO TOBapa B IOCBUJIKE MOTYT HaXOJIUThCS
NpeIMEeThbl, KOTOpbIE HE MPEACTABISIIOT LEHHOCTH (JIOCKH, KMPIHYU M WHBIE MPEAMETHI), TM00 TOBapHI,
CTOMMOCTb KOTOPBIX HU3Kasi, OTHOCUTEIBHO CTOMMOCTH 3aKa3aHHOTO TOBapa.

[Ipr3HaKky MOIIEHHUYECKON CXEMBbl Ha CalTaX: OTCYTCTBHE OT3BIBOB IOKYIATEJIEW, MUHUMAJIbHBIN
uHTepdeiic, CKyAHbIE KOHTAKTHBIE TaHHBIE, IEPENHUCKA BEIETCS C AIEKTPOHHBIX MOYTOBBIX SLIUKOB.

[Tor00HBIE MOIIEHHUYECKHUE CXEMBl MOTY OCYLIECTBIISATHCS U MOCPEICTBOM TEJIE(POHHBIX 3BOHKOB C
Pa3IMYHBIX HOMEPOB, 3a4acTyl0 CTAI[MOHAPHBIX. 3BOHALIUN MpPEICTaBIseTCS COTPYJHUKOM HHTEPHET -
MarasuHa, rpeJylaraeT Ha BBITOJHBIX YCJIOBHUSX MPUOOPECTH TOBAp, a TaKXKEe FOBOPUT O TOM, YTO BBl yKe
o OpMIISITN HHTEPHET-3aKa3bl U Yy BaC CKOIUIEHO OINpeesIEHHOE KOJINYECTBO MOAAPOUHBIX 0alIoB, 3a CUET
KOTOpbIX BaMm oGecrieueHa ckuika OT CTOUMOCTH.



2) Ilpm3eiB o0 momomntu. Ha wHTEpHET pecypcax 3JI0YMBIIUICHHHKAMUA pa3MEIIaeTcs JIOXKHas
uHpOpMaLKs O HATNYUY 3200JIeBaHMsl Y OE€CTIOMOIIIHOTO JIMLIA, U YTO HEOOXOIUMO TOPOTOCTOAIIEE JICUEHHUE.
B cBs3u ¢ yem Bac npocsT okazare 6;1aroTBOPUTENIBHYIO IIOMOIb, TyTEM IIEPEBO/IA AEHEKHBIX CPEJICTB Ha
cueTa 0aHKOBCKHX KapT, TUO0 MHBIMU CIIOCOOAMH JIEKTPOHHBIX IJIATEKEH.

KoHeuHO OBbIBAlOT JKU3HEHHbBIE CUTYallMM, KOTAAa INOJOOHBIE MPHU3BIBBI K OJIarOTBOPUTEIHHOCTH
JICWCTBUTENFHO MOTYT IOMOYb CIIACTH JKU3Hb KOMY-THOO, OIHAKO, MPEeXJe YeM MPHHATH IM0J00HO0e
pelieHre oOpaTuTe BHUMAHUE Ha CIIEAYIOIIee: Pa3MELeHbI JIM KOHTAKTHbIE JaHHbIE POJACTBEHHUKOB WIIN
poauTenel aMIa, KOTOPOMY HyXHa IOMOIb, COBIAAAIOT JIM MX JAHHBIE C JaHHBIMU BIIAJIENbLIEB KapT.
[To3BOHUTE IO yKa3aHHBIM KOHTAaKTHBIM HOMEpaM, a ellle Jyuylle MonpoOyiTe HalTH UX B COLMAIBHBIX
CeTsIX.

3) 3BOHOK OT pOJICTBCHHHKA, IOMaBIIero B Oemy. Pa3maercst 3BOHOK C HEHM3BECTHOIO HOMeEpA.
I'oBopsiuii, aganTUpysCh 10 CUTYyallMH, 30POBAETCS, U TOBOPUT «3TO s». JKepTBa, cpazy accoLUUpys
[10JICO3HATENIBHO TOBOPSIIIETO ¢ KEM-TO, KOTOPOTO OHA HE Y3HaJla, BITAETCS y3HATh M B UTOT'€ Ha3bIBACT UM
OJM3KOTO YeIOBEKA. 3I0yMBIIIICHHUK, IOJIb3YsICh CUTYAIHEH, COTJIAIIAETCs C TEM, YTO UM IPUHAIICKUT
eMy, [10cJIe Yero, HajlaiuB ICUXOJOIMUECKUI KOHTAKT C KEPTBOW, HAYMHAET PacCKa3blBaTh UCTOPHIO O TOM,
yT0 OoH nonan B 6exy (ATII, moman B monuiuio 3a mpecTymieHne, KoTopoe He coBepiiai, u T.1.) [Ipu stom
3a4acTyl0 K pasroBOpy MOJAKIIOYAETCS €ro COOOUIHMK, MPEACTaBIAACh KaKMM-THOO COTPYIHUKOM
TOCCTPYKTYpbl M MOATBEPXKAAET paccKazaHHyr HUCTopHio. llocie uero «mceBrOpOACTBEHHHUK» IMPOCUT
NIEPEBECTH JICHEXKHBIE CPEJICTBA, IKOOBI /IS BBIXO/1a U3 CUTYallUU M €0 OCBOOOKICHHUS.

B cnoxwuBIIeiics cUTyanuy BB OJDKHBI Cpa3y MOMHUTH O TOM, YTO MOOOHBIE BU/BI MOIICHHHYECTB
CYLIECTBYIOT, U Cpa3y K€ 3a/1aTh TOBOpsILEMY JH000i BOIPOC, CBA3aHHBINA C BAlllUM 3HAKOMCTBOM U T.II.
Ecnu roBopsimuii meiTaercs 3amyTaTb BaC U HE MOYKET OTBETUTh KOHKPETHO, TO Cpas3y K€ IMpeKpaTutre
pasroBop, 1adbl HCKIOYUTh IICUXO0JIOrMYECKOe BO3/1eicTBIE Ha Bac.

4) 3BoHOK OT paboTHHMKAa OaHka (TpeaCTaBUTES CIYKObI Oe3omacHOCTH). Paszmaercs 3BOHOK C
HE3HAKOMOI'0 HOMepa. 3BOHSIIUN YBEPEHHBIM I0OJIOCOM IPEJCTABISAETCS PAOOTHUKOM OaHKa (B OCHOBHOM
HazbiBaeTcs [TAO «COepOaHKk»), yBEpEHHO YTBEpKJas, YTO JKEpTBa SBJISAETCS KIMEHTOM OaHKa, M 4TO B
OTHOILLICHUM HEro HPOMCXOJAT MOIIEHHUYECKHEe ACWCTBUI, HampuMep, MOCTyNuja 3asiBKa B OaHK Ha
CIHMCaHME JIEHEKHBIX cpelcTB. [Ipu 3TOM roBopsiuii 3aaeT HEOJTHOKPATHO BOMPOCHI: IPOU3BOMIIN JIU BbI
NIEPEBO/IBI IEHEKHBIX CPENICTB, OIUIAUYMBAIIN JI BBl TOBAPBI YEPE3 CETh HUHTEPHET, CHUMAJIH JIA BBl ICHEKHBIE
cpeacTBa ¢ OaHKOBCKOI KapThl B mociieHee Bpems. JKepTBa, Oyayuu BBEIEHHOH B 3201y KAeHNE, HAUNHAET
OTBeUYaThb Ha BOIPOCHL. Hamague NCHUXONOrMYECKHH KOHTAKT C JKEPTBOM, MOLICHHMK, IIOJ IPENJIOTOM
MIpECeYeHUs] MOIIEHHUYECKUX JAEUCTBUNA M BO3BpaTa SKOOBI MOXHUIIEHHBIX JIEHEXHBIX CPEJICTB, MPOCUT
Ha3BaThb HOMEpP KapThl >KepTBbI, AaTy BbiTycka U CVC Koj, yKka3aHHbIM Ha 0OOPOTHOW CTOpPOHE KapThl.
O6manas yka3aHHOM wWHGOpPMAIMEH 3JOYMBIIIJIEHHUK C JIETKOCThIO, TIPH TOMOIIH JIESTUTUMHO
CYLIECTBYIOIIMX CHCTEM OJJEKTPOHHBIX IJIaTeXel, MOKeT OeCHpensTCTBEHHO MOXUTUTh CO CyYeTa
0aHKOBCKOM KapThl IeHEKHbIE cpencTBa. Kpome Toro, nHoraa, nmpu nepeBogax ¢ 0aHKOBCKUX KapT Ha HOMEP
TeneoHa SKEPTBBI MPHUXOIAT OT OaHKa CMC-KOABI, MOJATBEpXKJAIOUIMe TMepeBoAbl. JlaHHbIE KOJbI
3JI0YMBIIIJIEHHUK TaK)XX€e MbITAeTC OOMaHHBIM ITyTEM BBIMAHUTb.

5) 3BOHOK OT COTpPYAHHMKAa NOJMLIMU (CIEICTBEHHBI KOMHTET, MpPOKyparypa). 3BOHSIIUI
MIPEJICTABISIETCS] COTPYIHUKOM IIPABOOXPAHUTEIBHBIX OPTaHOB U T.J. IIOCTIE YETO pa3bsCHAET HHPOPMAIIIIO
0 TOM, YTO IO MACIOPTY MOTEPIEBLIEr0 B KaKOM-THO0 cyObekTe PD MOLIEHHUKH MBITalOTCS 0POPMUTH
KpeIuT, IpH 3TOM Ha3blBalOT JokHbIe PMO c Bompocom, 3HakKOM 1M Takoe mnoteprnesmemy. [lpu
YCTaHOBJIEHMM KOHTAaKTa C IIOTEPIEBIIMM, 3JIOYMBIIUIEHHUKHA MPOCIAT IPOU3BECTH Ppa3INYHbIE
MaHUNYJISAUUU: 0QOPMUTH KPEAUT B OHJIAH-KaOMHETEe U OCYIIECTBUTH UX MEPEBOJ] HA HOMepa Teae(dOHOB U
O0aHKOBCKUX KapTa, NMEpPEeBECTH JIMUHbIE COEpPEeKEeHUsI Ha Te e HoMepa TelnedOHOB, HA3BaTh pPa3IMYHbIC
MapoJju, MEePerTH Mo CChUIKaM U T.J.

Taxke MOIIEHHUKNM MOTYT 3BOHHUT IOJ JINYMHON COTPYAHHUKOB IPAaBOOXPAHUTEIBHBIX OPraHOB M
MPOCUTH MOTEPIIEBIINX [T0YYaCTBOBATH B 33JIep’KaHUU MOLIEHHUKOB, KOTOPBIE MBITAIOTCS MOYUYUTh TOCTYI
B CUETaM IOTEPIEBIINX, AJIS 3TOTO MPOCAT IEPEBECTU BCE CBOM JEHEXKHBIE CPEJICTBA HA CTOPOHHUI CYET,
SAKOOBbI 3aMOpPO3UB YKa3aHHYIO CyMMYy, oOellasi, YTO yKa3aHHbIE JEHEKHBbIE CPEACTBa BEPHYThCS HA CUET
MOTEPIEBUINX CIIYCTsI KAKOE-TO BPEMSI.



B yxa3aHHOH BBIIIE CHUTYyaIllMH HY>KHO TIOMHUTH, YTO paOOTHUKH OaHKA WIIM COTPYIHHUKH TOJIUINH HE
OCYIIECTBISIOT MOJOOHBIX 3BOHKOB. Jlaxke ecnmu Bam mo3BOHUT pabOTHHK OaHKa, TO OH B MPaBe TOJIBKO
nonpocuth Bac 3abnokupoBarh Bamry KapTy M oOpatuTcs B Ommkaiilnee oTneneHue Oanka. JlaHHbIe
0aHKOBCKOM KapThl, TAKHE KaK HOMEP KapThl, a Yk TeM 6osee ko CVC nepenaBatbh KOMY-JIH00 3alpeIieHo,
Y HUKTO HE BIIPaBe y Bac ero TpeboBaTh.

6) [Ipuobperenue ToBapoB Ha calfTax 0ObsABICHUN (ABUTO U T.1.), 3aKa3 JOCTaBKH Yero-indo uepes
cepBuchl «brabnakapy. [loTeprneBmmii cam HHUIMHUPYET 3aKa3 TOBAPOB WM YCIIYT, IPU 3TOM IIpH Oeceie co
3JI0YMBIIIJICHHUKOM TIEPEXOTUT JUIsl OOLICHUS B UHBIE CEPBHCHI, Takue Kak «BarcAm», «Tenerpamm» u T.1.
V3ke B yKa3aHHBIX CEPBHCAX 3JI0YMBIIUICHHUK JIMOO MPOCUT MEPEBECTH MPEIOILIATY 3a TOBAPHI M yCIIyTH,
1100 MPUCHUTAET CCBUIKY SIKOOBI CEpBHUCa 10 MEPEBO/TY ICHEKHBIX CPEACTB, 3a4acTyIO C JIOTOTUIIAMH «ABUTO
OILTaTa», IMOCJE YEero MOTEPIICBINNI MIePEeBOIUT JICHEKHBIE CPEJCTBA, HE IMOJydas MPU 3TOM 3aKa3aHHBIC
TOBaphl WM yCIyrd. Taxke MMeIH MECTO OBbITh Clydad, KOT/ia MPHU BBOJE AAHHBIX OAHKOBCKOM KapThl
MOTEPIEBIIETO B BHICJIAHHON €My CCBUIKE, JEHE)KHBIC CPEICTBA HAYMHAIN CIHCHIBATHCSI aBTOMATHYECKH B
pasHBIX CyMMax, HE 3arpalnBas Ipy 3TOM KaKHe-T100 MOATBEPIKIAIOIINE KOJIBI.

7) 3BOHOK OT OAHKOBCKOW OpraHu3alMy ¢ poOOTHU3MPOBaHHBIM TeKcToM. [loTepneBuiemMy pasnaercs
3BOHOK C pOOOTH3MPOBAHHBIM TEKCTOM O TOM, YTO MOJaHa 3asBKa B OaHK HA MMEPeBOJ, J100 HA MOTyYCHHE
KpeauTa Ha BHYIIUTEIBHYIO CyMMa. B 3TOT MOMEHT HE KOHKPETH3HpYETCs HU OaHK, B KOTOPOM IOJIaHa
3asBKa, HHU JaHHBIE TOTepreBIuero. [locae moqoOHOro 3B0OHKA pa3aeTcs 3BOHOK YKE OT SIKOOBI COTPYAHUKA
0aHKa, KOTOPBII yXe JaeT MOTepIeBIIEMY yKa3aHWs, KaK BBINTH M3 CHTYyalluH, MPUHYXJAas Nepenatb
NIEPCOHATBHBIE JTAaHHBIE, OO OCYIIECTBUTH TEPEBOJ JCHEKHBIX CPEICTB. B naHHOW cUTyalnu HY>KHO
NOMHHTH, 4YTO OaHKOBCKHE PAa0OTHUKM MOTYT 3BOHHMTH KIHMEHTaM OaHKa TOJBKO C YBEIOMHTEIBHON
nHpopManuel, HUKAKUX TIEPEBOJOB B Tele(OHOM pEKHME OCYHIECTBUTH HE BO3MOXKHO. B ciydae
MOJTy4eHHsI TOJOOHOTO 3BOHKA CTOMT, IIPH BOSHUKHOBEHUU COMHEHHSI, 00PaTUThCS B OaHK.

Ocoboe BHMMaHHE MPOIIY yAEIUTh HH()OPMAIMK O BO3MOXHBIX MOIICHHUYECKHX NEHCTBUAX NpPHU
MIOMOIIH TOJIOCOBBIX TIOMOIIHUKOB B YIIPAaBICHUH OAHKOBCKHMH CYETaMH.

Ecnmu Bam 3BOHAT M IPOCAT OTBETHTH Ha BOIPOCH! (PpazaMul «Ia» HIH «HET», TO €CTh BEPOSTHOCTD
TOrO, YTO B 3TO BPEMs IMPOUCXOJUT B3JIOM BalIero OAHKOBCKOTO CYeTa NpPU IOMOIIU T'OJIOCOBOTO
yIpaBJICHUSI.



